Carroll County School District
Acceptable Use Policies

School Year 20011-2012
TECHNOLOGY ACCESS RIGHTS AND RESPONSIBILITIES

Goal

Our goal is to establish guidelines for the use of district owned computer hardware and software, the access and usage of school owned/leased computer network including Internet and email, and the security and privacy for all individuals who have been provided access to the Carroll County School District’s computer network.

Rationale

We believe that the benefits from accessing the technologies available for students and educational personnel exceed any possible disadvantages. While our intent is to make technology resources available to further educational goals and objectives, users may find ways to access undesirable information. Individual users, parents and guardians are ultimately responsible for setting and conveying the standards that they and/or their children should follow on the use of technology as they do on the use of all media information sources such as television, telephones, etc.

This education opportunity also entails a certain amount of responsibility. The use of the district’s telecommunication network is a privilege, not a right. Inappropriate use may result in consequences. The Director of Schools and/or school principal shall decide who has access to the network and what is inappropriate. It is important that employees, students, and parents and/or guardians read and understand the technology guidelines of the Carroll County School District.

Individuals who are granted access must remember that they represent Carroll County School District and as such, must respect the rights of others; and protect the integrity of the district’s information technology by observing relevant laws, regulations, and contracts.

Procedures/Prohibited Activities

Employees: “Before any employee is allowed use of the district’s Internet or intranet access, the employee shall sign a written agreement, developed by the director/designee that sets out the terms and conditions of such use. Any employee who accesses the district’s computer system for any purpose agrees to be bound by the terms of that agreement, even if no signed written agreement is on file.”1
Board members: An email account may be created for any board member upon request. Said board member shall follow the same rules as employees.

Prohibited and illegal activities, including but not limited to the following:

· Sending or displaying offensive messages or pictures
· Using obscene language

· Harassing, insulting, defaming or attacking others

· Damaging computers, computer systems or computer networks

· Hacking or attempting unauthorized access to any computer

· Violation of copyright laws

· Trespassing in another’s folders, work or files

· Intentional misuse of resources

· Using another’s password or other identifier (impersonation)

· Use of the network for commercial buying or selling on the Internet

· Use of the network for commercial purposes

· Buying or selling on the Internet for profit.

The Acceptable Use Policies along with the Employees Access Release and Authorization Form (Attachment No. 2) shall be given to new employees. The Employee Access Release and Authorization Form shall be signed, returned to the board office where it shall be placed on file.

Students: “A written parental request shall be required prior to the student being granted independent access to electronic media involving district technological resources. The required permission/agreement form, which shall specify acceptable uses, rules of on-line behavior, access privileges and penalties for policy/procedural violations, must be signed by the parent/legal guardian of minor students (those under 18 years of age) and also by the student. The document shall be kept on file as a legal, binding document. In order to modify or rescind the agreement, the student’s parent/guardian (or the student who is at least 18 years old) must provide the Director of Schools with a written request.”1
Prohibited or illegal activities, including, but not limited to:

· Sending or displaying offensive messages or pictures

· Using obscene language

· Harassing, insulting, defaming or attacking others

· Damaging computers, computer systems or computer networks

· Hacking or attempting unauthorized access to any computer

· Violation of copyright laws

· Trespassing in another’s folders, work or files

· Intentional misuse of resources

· Using another’s password or other identifier (impersonation)

· Use of the network for commercial purposes

· Buying or selling on the Internet for profit.

Email
An e-mail account shall be created for employees by the technology staff at the request of the Director of Schools. E-mail accounts shall not be issued to students. Students shall not use their individual e-mail accounts provided by a non-district service to read or send e-mail messages at school unless it is at the request of and being monitored by a teacher in a classroom setting.
Users with network access shall not utilize district resources to establish electronic mail accounts through third-party providers or any other nonstandard electronic mail system. All data including e-mail communications stored or transmitted on school system computers shall be monitored. Employees/ students have no expectation of privacy with regard to such data. E-mail correspondence may be a public record under the public records law and may be subject to public inspection.
Internet Safety: Professional Development

Professional development on Internet safety shall be addressed yearly. Teachers shall receive instruction on activities to raise an awareness of the dangers posed by the Internet. Some topics to be included are cyber bullying, phishing, My Space, Face Book, hacking and inappropriate content transfers and viewing. Teachers shall be given information on how to share with parents Internet safety topics.

Internet Safety: Student Instruction

Students shall receive instruction on how to be safe while using the Internet. Activities shall include viewing video clips on Internet safety, preparing brochures on Internet safety and viewing posters as a reminder of Internet safety rules. Students shall also be taught the importance of social, ethical and human issues associated with Internet use.

Internet Safety Measures
Security: The network of the Carroll County School District shall be actively monitored using monitoring technology. Inappropriate websites shall be blocked or filtered for both students and employees. The district’s computer technician may unblock a website at the request of a teacher or an administrator for educational purposes and for a specific time. A firewall shall be in place and maintained by the technology staff. Wireless access shall be encrypted and is accessible by employees making a request to the district’s technicians. In order to access the network, the technology staff shall assign each user a username and password. Students and employees shall be assigned different login policies. All files are considered to be the district’s property and are subject to administrative review.

Evaluation: A technology committee consisting of representatives from all school stakeholder groups shall be assigned the task of reviewing and revising the Acceptable Use Policies biennially.

Outreach Activities

Board Policy: The Board shall provide reasonable public notice of its Internet safety measures.

Web pages:  The Carroll County School District shall host a website that may be accessed by all stakeholders. The Director of Schools shall assign a member of the technology staff to create and maintain the website. The information placed on the web pages must be accurate, and reflect the policies and activities addressed in the Carroll County Board of Education Board Policies. The student handbook, Code of Acceptable Behavior and Discipline, shall contain a copy of the Acceptable Use Policies.
Violations

Violations of this policy or a procedure promulgated under its authority shall be handled in accordance with the existing disciplinary procedures of this District.

Conclusion

The network system is provided as an educational tool for users to conduct research, perform educational tasks and communicate with others. Users agree to act in a considerate and responsible manner. The individual user is responsible for his/her behavior. It is presumed that users will comply with district guidelines and will honor the agreement that has been signed. The Student Release and Authorization Form and the Employee Access Release and Authorization Form follow as Attachment No. 1 and Attachment No. 2.
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                                                                           Attachment No. 2

CARROLL COUNTY SCHOOL DISTRICT

Employee Access Release and Authorization Form

1. As a condition of using Carroll County School District’s telecommunications equipment, I understand that access to telecommunications network (e.g. the Internet) is a privilege, and agree to the following:

2. Carroll County School District has the right to review any material stored on any system provided by the district and to edit or remove any material. I waive any right that I may otherwise have in and to such material.

3. All information and services are available for informational purposes in pursuit of Carroll County School District goals.

4. I release the Carroll County School District and its officers, employees, and agents from any claims and damages arising form my use of the telecommunication network.

I have read and agree to comply with the Carroll County School District’s Acceptable Use Policy Agreement. I understand that any violation of these regulations is unethical, potentially illegal, and may constitute a criminal offense. Should I commit any violation, my access privileges may be revoked, and disciplinary action may be taken up to and including termination of employment.

Employee’s Name (Please Print)



Location

Employee’s Signature





Date

APPROVED

Principal’s Signature





Date
Executive Staff Member Signature



Date
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CARROLL COUNTY SCHOOL DISTRICT

Student Access Release and Authorization Form

As a user of the Carroll County School District computer network, I hereby agree to comply with the Acceptable Use Policy (AUP) Agreement. Should I commit any violation, my access privileges may be revoked and disciplinary action may be taken up to and including suspension/expulsion.

Student Signature:






Date:




As the parent or legal guardian of the student signing above, I grant permission for him/her to access the computer network and use services such as the Internet. I understand that he/she is expected to use good judgment and follow rules and guidelines in making the selections on the telecommunication network (e.g. the Internet). Carroll County School District cannot be responsible for ideas and concepts that he/she may gain by his/her use of the Internet. Students are not allowed to access chat rooms or e-mail unless the e-mail is a part of class instruction and being monitored by a teacher.

I understand and accept the conditions stated and agree to hold harmless, and release from liability, the school and school district.

Parent/Guardian Signature:





Date:



Student Name:







Grade:



School:







Birth Date:



Home Phone:





Work Phone:











(if applicable)

Home Address and Zip Code:









